ABSTRACT This paper proposes a secure key exchange scheme for Wi-Fi protected access II pre-shared key (WPA2-PSK)-based public Wi-Fi networks. The existing public Wi-Fi networks have several vulnerabilities, which are caused by eavesdropping stations in the same network. The main problem is that all stations in the same network have the same pre-shared key after the association. The attackers can derive an encryption key by eavesdropping on the four-way handshake procedure. Thus, we apply an elliptic curve public key cryptography concept to the proposed scheme to keep the key safe. In the proposed scheme, only an access point (AP) has its public key and private key pair. The proposed scheme solves the problem by exchanging a secondary key that each user determines or generated in the station during the authentication procedure. In the proposed scheme, the secondary key is encrypted by a station before it is transmitted to the AP. The AP can only decrypt the encrypted authentication message using its private key. By using the secondary key, each user can generate a unique pre-shared key and other following keys, which are derived from the four-way handshake procedure. Therefore, the exchange of the secondary key can defend against attacks from the malicious station in the same network. The safety of the proposed scheme is analyzed by several attack scenarios defined in this paper. Consequently, the proposed scheme provides more security level, 192 bits or 256 bits, compared with the conventional WPA2-PSK-based public Wi-Fi networks.
I. INTRODUCTION
Most of Wi-Fi networks are used in public places or home networks. These Wi-Fi networks use various authentication methods and encryption algorithms. From these options, robustness of the networks is determined. There are two types of the networks in current Wi-Fi system depending on existence of an Authentication Server (AS). One method is called WPA2-PSK (Pre-Shared Key) and the other method is called WPA2-Enterprise. In the WPA2-Enterprise Wi-Fi networks, an AS authenticates users who access the network [1] , [2] . On the other hand, an access point (AP) authenticates the users in the WPA2-PSK networks. Most public and small Wi-Fi networks have adopted the WPA2-PSK method. In case of public Wi-Fi networks, they usually reveal their passwords for access; hence, every user can access the network easily. One of the advantages of WPA2 is that it enhances the security level of the access password, called a passphrase, by supporting the use of a longer passphrase and a stronger algorithm compared with previous methods. However, most public Wi-Fi networks discard this advantage by revealing their passphrases. If a malicious station enters a Wi-Fi network, it can sniff all traffic of the other stations using several well-known traffic analysis tools. Furthermore, the malicious station has the same PSK when it exists in the same network. Then the malicious station can acquire other keys from the PSK by using more information about the target. This problem may lead to an invasion of privacy in public Wi-Fi networks. In other words, the existing WPA2-PSK can authenticate users from outside, but it cannot guarantee secure communication in the network. The problem is caused because all user derive their key using same PSK. Thus, we should solve this problem because it has not been completely resolved yet.
In this paper, we propose secure schemes to assure secure individual communications in the vulnerable public Wi-Fi networks. The proposed schemes adopt a public key cryptography in the existing Wi-Fi system. We use an elliptic curve cryptography (ECC) [3] , [4] concept in the proposed scheme. Using the ECC concept, we assure that an additional unique key can be safely exchanged between each user and an AP. This additional key is used as a secret key after association. Consequently, each user can communicate securely by using a unique secret key even though all traffic is exposed to an attacker. Our contributions in this paper are as follows.
• The proposed scheme assures that each user exchange their authentication messages. It makes each user derive their unique key in the public Wi-Fi networks.
• We also consider attackers that exist in same network with a target. The proposed method can prevent several attacks such as man-in-the-middle, key recovery and deauthentication attacks from inside. The rest of the paper is organized as follows. In Section II, we introduce related works about improving security, and discovering vulnerabilities from several attacks in the existing Wi-Fi networks. Section III presents the system models we investigate in this paper. In Section IV, the proposed Wi-Fi access authentication and key exchange schemes are described in detail. In Section V, we present the security and overhead analysis of the proposed scheme from several classical attacks, and finally concluding remarks are presented in Section VI.
II. RELATED WORKS
The Wi-Fi access authentication methods such as wired equivalent privacy (WEP), WPA and WPA2 were defined by IEEE 802.11 and IEEE 802.11i standards. Encryption algorithms such as rivest cipher 4 (RC4), the temporal key integrity protocol (TKIP), and advanced encryption standard counter mode CBC-MAC protocol (AES-CCMP) have been used for the authentication methods [2] , [5] , [6] . Despite these developments in the Wi-Fi systems, several vulnerabilities which are eavesdropping key exchange procedure and sending malicious messages still remain. Until now, two major types of studies have been conducted for more robust Wi-Fi networks. One includes secure methods to improve security in the existing Wi-Fi networks [7] , [8] . The other considers vulnerabilities and attacks followed by the vulnerabilities in the existing Wi-Fi system [9] - [11] . The proposed scheme is related to the latter research. Before presenting the directly related researches, researches that describe possible attacks in the existing Wi-Fi networks are introduced [7] , [8] . Agarwal et al. proposed an advanced man-in-the-middle (MITM) attack in WPA2-encrypted Wi-Fi networks in [7] . In this research, a more powerful MITM attack in which a user has trouble noticing the attack. Waliullah et al. studied security attacks in IEEE 802.11 WLAN [8] . They described several attacks that can be possible in the Wi-Fi networks: authentication attack, denial of service attack, man-in-themiddle attack, replay attack, MAC address spoofing and etc.
On the other hand, [9] - [11] are directly related to the proposed idea. Ghanem and Ratnayake proposed a re-authentication protocol to prevent de-authentication following a brute-force attack in a WPA2-PSK-based Wi-Fi system [9] . When a target station is in the Wi-Fi network, an attacker tries a de-authentication attack. Then the target station is disconnected in the network and performs reconnection. The attacker can obtain a pairwise transient key (PTK) by capturing the four-way handshake procedure. The author solved this problem by modifying the re-authentication procedures. The author added re-authentication key in fourway handshake procedure to check the time of the deauthentication. However, this proposed scheme could not solve the vulnerable key problems from MITM and key recovery attacks. In addition, Raju and Nair proposed an approach using a public key concept with a DiffieHellman key exchange algorithm for secure hotspot [10] . It used instantaneous session key (ISK) instead of the PSK. It focused on the same vulnerability that we consider in this paper. Although, secure hotspot protocol assured secure key exchange, it may be vulnerable from de-authentication attack. The public key cryptography can be a method to provide higher security than the symmetric key system. However, it requires more computation compared to the existing system. In the previous work, we proposed a key exchange scheme to solve the problems followed by traffic exposure. However, our previous work described only conceptual idea about the public key cryptography and several attack models [11] .
In this paper, we consider public key cryptography. Thus, we also found the comparison studies about trade-off in the existing Wi-Fi system depending on public key algorithms. In [12] , Sinha et al. performed a comparison study of RSA and ECC algorithms. Their results show that the ECC has less computational overhead than RSA. The ECC also requires much shorter key size, so generating the keys is faster. Through these characteristics, the ECC is efficient for small devices. Although much research has been performed as introduced above, security problems that are caused by MITM attack and key recovery attack in the same WPA2-PSK network have not been solved yet. Thus, in this paper, we performed this research to prevent possible attacks, and to mitigate communication interruption from the attacker.
III. SYSTEM MODEL
A system model of the proposed scheme is described in Fig. 1 . In the system model, an AP, stations, and attackers exist in the same network. In the system, the proposed scheme provides secure communication between a station and an AP against an attacker. To use ECC in the proposed scheme, network entities should have an encoder/decoder to convert a point into data. The system model consists of three models: network model, communication model, and attack model. The network model contains the definition and characteristics of entities in the Wi-Fi networks. The communication model describes a communication scenario between the entities. The attack model defines an attacker, the purpose of the attack, and includes assumptions used for the proposed scheme. The proposed scheme cannot be applied directly to current WPA2-PSK based Wi-Fi system. In order to use the proposed scheme, the AP and the station can perform calculation for elliptic curve by installing some software. Also we assume that the proposed scheme utilize reserved fields in the probe response and authentication frame defined in the 802.11 standard without modification of the standard.
A. NETWORK MODEL 1) AP
An AP is connected to many stations in the network, and provides network services to the authenticated station. The AP uses a WPA2-PSK authentication method and AES encryption algorithm in the network. A passphrase for Wi-Fi access is exposed to the public. In the network, the AP should generate a public key and a private key using an elliptic curve. To generate these keys, the AP has to set some parameters, which are described in the following section. We assume that this key pair is hard to obtain from the outside by using a hardware security module (HSM) in the AP [13] . Before an authentication process, the AP transmits ECC parameters and its public key. When the AP authenticates a station, it obtains a secondary. Thus, the AP knows all secondary keys of all stations in its network. The AP also generates a distinct communication key based on the secondary key.
2) STATION
A station is a user device that can access Wi-Fi networks. The station already knows a passphrase for an authentication, because our target system is the public Wi-Fi network. The station has to obtain information about the ECC parameters and a public key of an AP before the authentication. Only the station can randomly generate its secondary key. When the station requests authentication to the AP, the station should encrypt the message with the public key. In the authentication request message, the secondary key is also included.
B. ATTACK AND SECURITY MODEL
All stations perform an access procedure using a passphrase. From this process, a station receives the required information for authentication. After the association, the station performs a four-way handshake procedure. The four-way handshake procedure lets both the station and the AP generate a PTK by exchanging two nonces. In this paper, we assume an attacker is in the same network as a target station as explained above. The attacker just has a malicious purpose compared with a normal station in the public Wi-Fi networks. Any user accessing the network or already existing in the network can be a target. The purpose of an attacker is to obtain a communication key or private information of the target station. The attacker is authenticated in the Wi-Fi network, and has basic information about the network. In our model, the attacker can perform classical attacks such as spoofing, key cracking, denial of service (DoS), etc. Therefore, keeping these data secure from the attacker is the most important issue in the public Wi-Fi networks.
IV. SECURE ACCESS AUTHENTICATION AND 4-WAY HANDSHAKE PROCEDURES
In this paper, we applied public key cryptography. By using elliptic curve cryptography, an AP and a station can exchange secondary key in addition to a passphrase securely. Thus, we define the proposed scheme to SAHS (Secure Authentication and Handshake Scheme). In the SAHS, an AP has a public key and a private key in a finite elliptic curve. As shown in the Fig. 1 , users and an attacker exist in the same Wi-Fi network. The attacker attempts ARP spoofing and key recovery attacks. Our research is focused on the way to prevent these attacks from the malicious station. Stations perform authentication and association to be connected to the networks. Then the stations perform a four-way handshake procedure to generate communication key. In this section, we explain preliminary knowledge about ECC first, and describe our proposed scheme.
A. PRELIMINARY KNOWLEDGE FOR ECC
First, an AP generates a public key and a private key based on an elliptic curve. Table 1 shows notation and descriptions for elliptic curve and proposed idea. As described above, an RSA system can be considered in the proposed scheme. A public key and a private key that is generated by the RSA are exponent forms, and 7680-bit keys are used to satisfy 192 bits security level. Compared with RSA, ECC requires only 384 bits for 192 bits security level. In addition, to satisfy 256 bits security level, RSA and ECC have to use 15360-bit key and 512-bit key respectively. Hence, by applying the ECC in the proposed scheme, the proposed scheme mitigates computation costs instead of using RSA. The elliptic curve is defined by
The ECC has domain parameters (p, a, b, G, n, h). Once the elliptic curve is defined, the AP sets p and determines the base point G(x g , y g ). A fundamental characteristic is
It is called elliptic curve logarithm. [3] , [4] , [14] In an elliptic curve, when a key n AP and a base point G are given, calculating P AP is easy problem. However, when a VOLUME 6, 2018 key P AP and the G are given, deriving the n AP is a difficult problem. There are many points in the elliptic curve field. Finding a point in reverse is a highly time-consuming task. This is one of the properties in the ECC, and it is called the elliptic curve logarithm. An AP reveals its public key P AP to the public after the AP generates an appropriate P AP and n AP pair in the selected elliptic curve. In the ECC, basically an encoder and a decoder are needed to express a message to a point in the elliptic curve. Therefore, each entity has to encrypt and decrypt messages using the points as shown in the following [3] , [14] :
When a station wants to send a message M , the station first encodes the message to a Point m on the elliptic curve. Then the station generates a random value k, and calculates the Point M +kP AP . Therefore, an encrypted message C M includes the Point M +kP AP and the kG which is used to decrypt. When an AP receives the message C M , the AP can decrypt by using the kG and its private key n AP . The AP calculates a n AP (kG) to remove a kP AP part. Consequently, only the AP can obtain the Point M using its private key. In this network, other stations cannot derive the original message M even if the stations were eavesdropping the communication. We use this public key cryptographic characteristic in the proposed scheme. Thus, the proposed scheme assures secure exchange between an AP and a station. The proposed access authentication and fourway handshake procedure are described in the following.
B. Wi-Fi ACCESS AUTHENTICATION PROCEDURE
The SAHS can be divided into two parts: probing and requesting authentication for the association and a four-way handshake after the association [15] . Fig. 2 shows the proposed authentication scheme using the public key cryptography before the association. This procedure includes from searching to association between an AP and a station. An access scenario basically consists of three parts that are probing, authentication, and association. Details of the proposed access authentication procedure are given in the following.
1) Beacon Message
A beacon message is sent by an AP. In the Wi-Fi network, the AP periodically broadcasts this message. The message includes fundamental information such as a timestamp, an interval, a service set identifier (SSID), etc. The information is regarding the corresponding Wi-Fi network. The AP can inform the existence of the network to all stations around the network.
2) Probe Request Message
A station sends a probe request message when it wants to probe the networks surrounding it. Depending on the values of several fields, two cases can exist. If the station just wants to know information about all networks, the specific values are not needed. However, if the station wants to find a specific network, an SSID, a basic service set identifier (BSSID) or a media access control (MAC) address would be included in the message. In the scheme proposed here, we assume the latter case. The station already knows an SSID of the public Wi-Fi network, and tries to access this network.
3) Probe Response Message
The probe response message also includes existing information in the 802.11 standard. However, to perform the proposed method, additional content has to be sent to the station. In the frame of this message, there are some optional fields such as vendor-specific fields. We assume the AP sends basic parameters (p, a, b, G, n, h) and its public key P AP . After the station receives this message, the station can know about the elliptic curve, a used prime, a base point, a public key, etc. These values are used commonly in the network, so these values do not have to be kept secure.
4) Authentication Request Message
In the existing WPA2-PSK Wi-Fi networks, a station requests authentication by sending a passphrase to an AP. Moreover, in this paper, we propose to use an addi-tional key. We define this additional key as a secondary key. The secondary key is determined by a user of the station. The secondary key should be exchanged between the station and the AP, and this exchange has to be kept safe from the other entities in the network. To assure this secure exchange, the public key P AP is used in encryption. When a message is encrypted with the P AP , this message is only decrypted by the AP using its private key. In this message, the station has to send a secondary key to the AP with encryption. Consequently, the passphrase and the encrypted secondary key are transferred to the AP. This message is described as {kG, Point secondarykey + kP AP }.
5) Authentication Response Message
Once the AP receives the request message 4, the AP checks whether the passphrase is correct. If the authentication is successful, then the AP decrypts the encrypted part using its private key as shown below. The AP can get Point secondarykey from the decryption, and decode the point to the real message as Point secondarykey + kP AP − n AP (kG) = Point secondarykey . The AP that has the secondary key sends an authentication response message with double encryption. The first encryption uses its private key n AP . This makes the station verify that the AP sent the message. The other encryption uses the secondary key. This makes the station verify whether the secondary key was well delivered. Thus, the existing authentication response message is encrypted twice in the proposed scheme to mitigate some problems.
6) Association Message
After the authentication is completed successfully, an association process is performed. From the fourth and fifth message, a secondary is also delivered to the AP. Now, the station and the AP perform an association procedure for the station to obtain complete access authority. These messages are the same as the existing association messages. The request message includes detailed network information, and the response message includes the association identification that the AP assigns.
C. 4-WAY HANDSHAKE PROCEDURE
Four-way handshake is a procedure to generate communication keys. In the existing Wi-Fi systems, there is a key hierarchy as shown in Fig. 3 (see [1] , [5] , [9] ). First, a passphrase, which is used for authentication, is a fundamental key in this hierarchy. Through the four-way handshake procedure, several keys are generated sequentially. Once a station completely accesses the Wi-Fi network, the station generates a PSK using password-based key derivation function 2 (PBKDF2). In this function, basic network information and a passphrase are input parameters. The key becomes a more complex key through this function compared with the passphrase. Then a PMK is generated from the PSK. However, our target system is a WPA2-PSK Wi-Fi network. Thus, PMK is same as PSK because there is no authentication server. Finally, a PTK is derived from the four-way handshake procedure by using a PMK, and two nonces which are exchanged in the procedure. The PTK is the communication encryption key, and it is composed of three parts. These are the key confirmation key (KCK), key encryption key, and temporal key (TK). Among these, a TK is actually used to encrypt the data. In the existing WPA2-PSK network, all entities use the same passphrase. This causes all entities to generate the same PSK and PMK in the network. A PTK is the only unique key for each entity, because they exchange a self-generated nonce with the AP. However, this cannot guarantee that other stations do not know the nonces in the four-way handshake procedure. In fact, an attacker in the same network can eavesdrop on the process just using various sniffing tools. Despite this, an attacker who exists in the network can derive the PTK through several attacks. Thus, in this paper, our goal is that each station generates a secure unique PTK through the SAHS. Fig. 4 shows a modified four-way handshake procedure. As shown in the figure, the most important part is generating a PSK. This is the first step for security, and detailed steps are described below. In the four-way handshake, the extensible authentication protocol over local area networks (EAPOL) is used to deliver an EAP authentication message. The EAPOL has several types such as EAPOLPacket, EAPOL-Start, EAPOL-Logoff, EAPOL-key, and etc. In the case of the four-way handshake, the EAPOL-key, which is a type of key exchange and negotiation, is used. When the access procedure is completed in the proposed scheme, a station and an AP generate a PSK using a secondary key, not a passphrase. The station and the AP start the fourway handshake procedure after they generate the PSK and the PMK. The proposed four-way handshake procedure is described in more detail in the following. 1) AP → Station (EAPOL-Key Message 1): First, the AP generates a random value defined as an AP nonce (ANonce). Then the AP sends this first message with encryption using the PMK. In the message, the notation P denotes one of key types of the EAPOL. Thus, in this case, it shows that this message is for exchanging a one-to-one communication key. This message can also be exposed in the middle of the communication. However, the entities that do not know the PMK will find that it difficult to decrypt the message, because the PMK is followed by a secondary key of the receiver station. 2) Station → AP (EAPOL-Key message 2): Once the station receives EAPOL message 1, the station obtains the ANonce by decrypting the message with its own PMK. Then, the station also generates a random value defined as a station nonce (SNonce). The station derives the PTK using the PMK, the ANonce, and the SNonce. In message 2, the SNonce, message integrity check (MIC) and robust secure network information elements (RSN IE) are included. The MIC is used when the AP checks the integrity of this message. The RSN IE includes the cipher suite such as the authentication method, negotiation information related to the encryption algorithm, etc. Thus, it contains information about the security options that the station selected. 3) AP → Station (EAPOL-Key message 3): After the AP received message 2, it decrypts the message using the PMK first. Through the decryption, the AP can acquire the SNonce and the MIC. The AP checks message integrity using the received MIC. If the MIC is the correct value, the AP also derives the PTK using the same parameters. Now, the AP and the station have the same PTK, and the AP generates a group transient key (GTK) using a group nonce (GNonce). In the existing four-way handshake, the AP only encrypts the GTK field in this message. On the other hand, the AP encrypts the whole message including other parts with the PTK. This message includes the GNonce, MIC of this message, RSN IE of the AP, and the GTK. 4) Station → AP (EAPOL-Key message 4): In this step, the station can check whether both the station and the AP have the same PTK by decrypting the message 3. After the decryption, the station can verify the integrity of the message and obtain the GTK. When the station finishes this verification process, the station finally sends the fourth message. This message only includes a MIC. As described above, a four-way handshake procedure is performed. After the procedure, both the station and the AP install temporal keys for data encryption from the PTK. Consequently, in this paper, the proposed scheme makes each station exchange an additional key with the AP. The proposed scheme used ECC to prevent exposure of the secondary key. Through the proposed scheme also provides secure transmission of the EAPOL message in the four-way handshake.
V. SECURITY AND OVERHEAD ANALYSIS A. FORMAL VERIFICATION WITH BAN LOGIC
In order to check correctness of the SAHS, we use Burrows, Abadi, and Needham (BAN) logic [16] , [17] . The BAN logic is usually used to analyze message exchange protocol such as authentication protocols. We verify correctness of the SAHS using several rules and notations defined in the logic. Also we show that attackers cannot get any critical information in the proposed scheme by adding an opposite notation to the believe notation. Table 2 describes the notations in the BAN logic.
1) IDEALIZATION
Firstly, we have to do idealization that is defined in [16] . Through this step, not important information like clear text which does not contribute to belief of receivers can be removed. Idealized procedure includes a sender, a receiver, and necessary information in a message. We choose three messages in access authentication procedure, and four messages in four-way handshake (see Fig. 3 and Fig. 4 ). Idealized form of the proposed scheme is described in below.
Idealized form of access authentication
Idealized form of four-way handshake 
2) ASSUMPTIONS
In this part, we define several assumptions for our target system by using symbols described in Table 3 . We consider three entities such as a station, an attacker, and an AP. The attacker has one more assumption than the normal station because the attacker can eavesdrop messages between AP and a target station. There are our assumptions and description below.
Assumptions for station A1. 
From the defined goals, a normal station STA i wants to exchange secondary key sk i to generate PMK i−AP . Thus, to generate PMK i−AP between STA i and AP securely, G1 and G2 must be satisfied. Through the G1 and G2, we show the correctness of the proposed access authentication scheme. Furthermore, the other stations must not be able to get sk i from the authentication of STA i as shown in the G3. Thus, G3 can show safety from eavesdropping. In the same manner, a station and an AP want to install session key TK through the four-way handshake. G4 and G5 mean the station and the AP make common PTK i−TA respectively. G6 means the other stations cannot get the PTK i−TA .
4) VERIFICATION
Followings are goals that are required for secure system and verification processes.
Theorem 1: Station i and AP believe each other with the shared secondary key sk i to verify G1 and G2.
Attacker j cannot believe the secondary key between one station and AP to verify G3.
Assume that the attacker can get the secondary key between one station and AP from eavesdropping. Verification process can be conducted like V3. However, there are contradictions from the A7 and A8.
The assumption in this verification is contradicted with pre-defined assumptions. The attacker cannot get the secondary key from the access authentication process without a private key of the AP. Thus, we can say the theorem 2 is true.
Theorem 3: Station i and AP believe each other with the PTK to verify G4 and G5.
←−−−→ AP As same with the theorem 1, A5 assures G4 and G5 after the access authentication. V4 shows that G4 is satisfied. Verifying G5 has similar verification process, so we skip the process.
Theorem 4: Attacker j cannot believe the temporal key PTK between one station and AP to verify G6.
Assume that the attacker can get the PTK between one station and AP by eavesdropping ANonce and SNonce. Similarly, V5 describes verification process. However, there are also sevreal contradictions from the assumption such as A5 and A9. There have been various wireless treats about the IEEE 802.11i and have been analyzed these security issues years ago [14] . In this paper, we choose three classical attacks in WPA2-PSK Wi-Fi networks. The MITM attack, key recovery attack, and de-authentication are well-known attacks in the Wi-Fi networks. Some goals among the attacks seem to be similar, but there are some differences in the approaches. Thus, in the following, we describe each attack and the security of the proposed scheme.
1) MAN-IN-THE-MIDDLE ATTACK
A MITM attack is a common attack method in many other networks. In the Wi-Fi networks, ARP spoofing should be preceded for the MITM attack. An attacker intentionally sends messages using address information. Thus, the receivers send messages to the attacker. Through this attack, the attacker is logically located between the AP and the station. The attacker can eavesdrop on all traffic from the target station or from the AP. Furthermore, the attacker tries to obtain a communication key PTK from the traffic. The communication key is generated by the four-way handshake procedure. Therefore, the attacker makes the target station perform the four-way handshake again. If the target station loses the connection for a short time, the target automatically gets reconnected to the network. Then, the attacker can analyze the message completely. When an attacker obtains parameters such as the ANonce and the SNonce, the attacker can derive the PTK. From the verification, we show that other stations cannot get any information through eavesdropping. The proposed scheme lets each station exchange a sk i by using asymmetric encryption. In the four-way handshake procedure, the unique PSK makes it difficult for the attacker to know message contents. In short, the proposed scheme mitigates exposure of information from the MITM attack, and prevents additional attacks followed by the MITM.
2) KEY RECOVERY ATTACK
Key recovery attack is caused by eavesdropping traffics. If an attacker acquires several information from the traffics, the attacker can get TK . Fig. 5 shows one of example results of the key recovery attack in the existing WPA2-PSK-based Wi-Fi network. Following is an attack scenario. An attacker based on Kali Linux OS tries to eavesdrop on the network using airodump-ng tool that can capture packets in a wireless network. The attacker waits until the target accesses this Wi-Fi network. When a target connects to the network, the attacker can obtain a pcap file that is a record file including four-way handshake information and traffics between the target and the AP. By using the Aircrack-ng tool, the attacker can obtain keys such as the master key (PMK), transient key (PTK), and EAPOL HMAC (MIC) between the AP and the target as shown in Fig. 5 (see [9] . However, the proposed scheme meets G6 defined in above. The G3 and G6 are goals to verify that attacks through eavesdropping are prevented. The proposed access authentication assures each station generates an unique PMK. Consequently, the attacker cannot get any information from the four-way handshake procedure without the PMK.
3) DE-AUTHENTICATION ATTACK
De-authentication attack is one of the DoS attacks. Once an attacker knows a MAC address of a target station, a de-authentication attack is possible [10] , [17] . The deauthentication attack is performed to interrupt communication of the target station, and also to make the target station reconnect to the network. In the former case, it causes high delay in transmission or disconnection in the network. In the latter case, it can be used for a prior step to perform a key recovery attack. In the existing networks, it is possible to derive a PTK by eavesdropping on a four-way handshake procedure. After the de-authentication attack, the target station loses its connection and reconnects to the network.
It is hard to prevent DoS attacks, but the proposed scheme contributes to defending against the following attack for cracking the communication key. As explained above, the AP and the target station exchanged the secondary key that the attacker cannot know and made the unique PSK. Thus, both have maintained confidentiality of their keys. To provide higher security from DoS attacks that have the aim of communication interruption, further studies are needed. In the case of a de-authentication attack, several threats may be mitigated by applying encryption in the de-authentication frame. Many DoS attacks can occur in the Wi-Fi system, but our goal is to provide higher key security against the attacker. Thus, several vulnerabilities described in this paper still remain for future work. 
C. OVERHEADS ANALYSIS
To satisfy the high security level, at least 384-bit keys should be used in ECC [12] . When the proposed scheme is applied to the existing Wi-Fi system, the system may require more computation time and data transmission. M. Arif et al. implemented ECC algorithm and described times for each operation [18] . Also, in the [19] , there is simulation result for AES encryption and decryption. Thus, we use the results of the [18] , [19] to show overhead more quantitatively. Table 3 describes computation time for each  operation, and table 4 shows delay comparison with the existing WPA2-PSK system. In the access authentication procedure, signification and verification using ECC are added compared with the existing system. However, there is no additional overhead in the four-way handshake. The difference is only the key value used for message encryption. As shown in the table 4, we define total delay(D total ) that caused by access authentication(D AA ), and handshake procedure(D Hand ). When the total delay of the existing system is D AA + D Hand , the total delay of the proposed scheme requires D gen + 3(D A enc + D A dec ) additionally(see Fig. 3 and Fig. 4 ). Fig. 6 shows the total delays for calculating communication key, and it depends on key size and type of elliptic curve. The figure shows the proposed scheme spends 0.76s and 1.56s more (384, 512 bits key respectively). The results show there are a few computational overheads compare with the existing scheme. However, these procedures are performed only once at initial stage. When the station starts data communication after the procedures, encryption delay would be same with the existing scheme. Consequently, the proposed scheme can improve the existing public Wi-Fi system with a few overheads.
VI. CONCLUSION
In this paper, we have proposed secure access authentication and four-way handshake procedures for key agreement by applying the elliptic-curve-based public key cryptography. The proposed scheme can improve the security level of WPA2-PSK-based public Wi-Fi networks compared with existing networks. The existing Wi-Fi systems have vulnerabilities especially from the classical attacks described above. These problems have been solved completely. In the proposed scheme, a station and an AP exchange the messages with encryption using a public key of the AP. From this approach, the station and the AP can exchange a secondary key. Through this secondary key, each station generates a different PSK and a PMK. This can make the four-way handshake procedure safe, and assures that each station generates a unique PTK. Consequently, the public Wi-Fi systems that adopt the proposed scheme assure individual secure communication in the network.
